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1 INTRODUCTION 
In today's society, people commonly utilize digital information as a normal part of their 
lives; for example, digital audio, image, and video. This thesis is primarily concerned with 
visual data such as digital images and video although these methods can be applied to audio 
data also. Distribution of digital data has become exceeding easy these days, thanks to the 
Internet. However, this has made stealing intellectual property a major concern. Currently 
there is no comprehensive system that will stop the theft of digital property. 
Figure 1.1 shows an example of a system that will only allow sanctioned copying. The data 
is sent over a Secure Channel, which is normally encrypted. After the data has been received 
and decrypted, the client has two options, View Only or Copy. View Only will allow the client 
to see the data without copying, enabling sampling of the data. If the client wishes to purchase 
the data then an authorization will be provided that would allow copying. If Copy is selected, 
then the system makes a decision whether or not to allow the data to be copied. Digital 
watermarking provides a means to make this decision. This paper proposes a novel Digital 
watermarking technique that is easy to implement and is adaptable to changing technologies. 
This method extends Multiple Description Coding, a channel encoding technique, to Digital 
watermarking. 
In this thesis, a framework called Multiple Description Watermarking (MDW) is proposed. 
This allows us to formulate the watermarking problem in a rigorous information theoretic 
sense and explore some solutions. We then identify powerful tools from information theory 
that are applicable to this important problem. Finally, we discuss some heuristics for practical 
implementation of the proposed framework applied to image watermarking. 
1.1 Thesis Organization 
This thesis is organized as follows. Section 1.2 provides an introduction into Digital water-
marking. Section 1.3 talks about Multiple Description Watermarking. Multiple Descriptions 
Dal.ii. Sccol-e 
Chahhel 
Optiohs 
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Figure 1.1 Example of a legitimate copying system 
Allow 
Allow 
Disallow 
are introduced in section 1.3.1 and a Framework for Multiple Description watermarking is 
covered in section 1.3.2. The journal article describing Multiple Description Watermarking in 
detail can be found in chapter 2. The final conclusion can be found in chapter 3. References 
cited are listed at the end of the thesis. 
1.2 Digital Watermarking 
Digital watermarking inserts information into data. This information can be used for 
identification or authentication purposes. 
Figure 1.2 is a hierarchical tree of Digital watermarking. Digital watermarking has two 
main classifications: Private and Public. Private watermarking uses both the original data 
and the watermarked data for verification, whereas Public watermarking requires only the 
watermarked data. There are two sub-categories: Visible or Invisible. A Visible watermark 
can be perceived by an individual, for example, the station logo placed in a corner of the screen 
during a television show. An Invisible watermark cannot be observed. 1 Digital watermarks 
can be inserted in either the Spatial Domain or the Transform Domain. Insertion depends 
upon the watermarking technique selected. 
Traditionally, Public watermark techniques could only detect the presence of a watermark 
and Private watermark techniques could extract the actual watermark. Traditional watermark-
ing techniques cannot be used in the system described in Figure 1.1, because these methods 
1 Private watermarks cannot exist as a Visible category, if the watermark can be perceived by someone, then 
the original data would not be required for verification. 
3 
Watet·maL-kitig 
Figure 1.2 Watermark Tree 
only detected the presence of a watermark not the exact watermark. Private watermarks may 
not be practical in many situations since they require the original data to be present during 
watermark decoding/detection. Sometimes it may be desirable to extract the embedded water-
mark for applications such as data hiding and computer forensincs. The goal here is to retrieve 
the watermark in the received digital content rather than just detecting the presence/absence 
of it as it is done by traditional watermark decoders. 
1.3 Multiple Description Watermarking 
We describe the concept of multiple descriptions in the next section. This is then followed 
by the multiple description watermarking framework. 
1.3.1 Multiple Descriptions 
Using multiple descriptions of a source to improve the performance of coding and error-
resilience has been studied by the source coding community [14, 6, 12]. Information theoretic 
analysis of the multiple description source coding problem and the achievable rates were ini-
tially studied by Wolf et al. [14] and El-Carnal et al. [6]. We refer the reader to these papers for 
the fundamental mathematical formulation of the multiple description coding problem. The 
idea behind using multiple descriptions of a source is to partition the source information into 
various descriptions such that by using one or more of these source descriptions a receiver will 
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be able to reconstruct the original source within some prescribed distortion constraints. The 
challenge here is to optimize the choice of descriptions, coding techniques and the rates for the 
different descriptions. We note that there are some important similarities and differences be-
tween the conventional use of multiple descriptions for source coding (MDC) and its proposed 
use in digital watermarking (MDW). Some of them are as follows : 
• In MDC, each description must carry enough information about the source so that the 
reception of at least one of them will lead to an acceptable reconstruction of the source. 
In the same spirit, in MDW, each description must carry enough information about the 
watermark such that the reception of one or more descriptions will allow the receiver to 
detect or reconstruct the watermark within certain acceptable reliability measure. 
• The above requirement on the information content of each description could result in 
redundant correlation between the various descriptions if all the descriptions were re-
ceived; thus, leading to a higher source coding rate. While this is seen as a drawback 
in source coding, for watermarking the redundant correlation between the descriptions 
maybe necessary in order to extract the watermark reliably even with fewer number of 
received descriptions. 
• Sending descriptions over different channels with different noise characteristics could 
lead to an improvement in the received signal quality. In the same sense, if an attacker 
does not have access to all the descriptions and/ or does not know which descriptions 
contain a watermark, it will not be possible to destroy/ attack the watermark completely. 
Suppose a power-constrained attacker has access to all the descriptions, due to the lack 
of knowledge of which description(s) contain a watermark, the attacker will be forced 
to distribute the power of attack among all the descriptions, thus making the attack on 
any one particular description weaker. On the other hand, if the attacker decides not to 
attack all the descriptions but selects only a subset of descriptions, it can be shown that 
the probability of successfully attacking the watermark decreases. 
• If the sender knows a priori the transmission channel for each description, key parameters 
5 
such as error-control coding, watermarking strength etc. can be adjusted accordingly to 
improve the watermark robustness. 
From the above discussions we observe that many existing theories from MDC can be adapted 
for MDW while new constraints and requirements of watermarking systems pose additional 
challenges. 
Multiple descriptions of a source can consist of spatial (time) domain or transform domain 
information. Many popular multiple description coders are based on transform domain tech-
niques [3, 10, 11]. Both orthogonal and non-orthogonal transforms have been used [3]. Based 
on the type of application, one of these descriptors can be chosen. 
1.3.2 Multiple Description Watermarking Framework 
Partitioning of source data into descriptions will be covered, before discussing multiple 
description watermarking framework, MDW. The method used by [9] to separate the data into 
two descriptions can be seen in figure 1. 3. This method can be generalized for n descriptions. 
Figure 1.3 shows data that has been transformed using 4x4 blocks, the dark lines distinguish the 
block boundaries.2 Figure 1.3 part (a) shows which coefficients will be sent to which description. 
Part (b) and ( c) shows the coefficients for description 1 and description 2 respectively. 
Figure 1.4 shows the basic overview of MDW. The image is transformed and separated into 
descriptions. Select the description(s) to be watermarked, and use information from the other 
description(s) to insert watermark(s) . 
The watermark can be extracted from a watermarked image, see Figure 1.5. Assuming 
that the image had been reassembled, separate into descriptions using the same method used 
in the watermark insertion. Use both the watermarked and non-watermarked descriptions to 
extract the watermark. The watermark can then be compared to a list of watermarks for 
authorization. 
The Journal Article A Multiple Description Framework for Oblivious Watermarking pro-
vides a detailed explanation and analysis of this algorithm. 
2The block size was selected for instructional purposes only, block sizes are typically 8x8. 
2 1 
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Figure 1.3 Example of partitioning data into two descriptions for 4x4 
blocks 
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Figure 1.4 Block Diagram for Watermark Insertion 
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1.4 Statement of the Problem 
The advent of the Internet has dramatically increased the exchange of information. This 
has lead to an exponential increase of copyright infringements. The ideal solution is a system 
that only allows authorized copying. This system does not exist. The only course of action that 
can be taken to protect a copyright is to take legal action against an individual that infringes 
on a copyright. To take legal action, one must be able to prove ownership of information in 
question. Digital watermarking is a tool that can provide this proof. 
There are two categories of Digital watermarking: private and public. Private water-
marks typically provides excellent copyright protection, but this method is not practical for 
W ateL".L"Cla L"k.ed 
Data TL"al1sfol"m 
7 
Desc Li pt.1011 1 
Desc Li pt.1011 2 
• • • 
Desc Li pt.1011 11 
Extl"aci. 
WateL·1'CHI.L"k. 
Figure 1.5 Block Diagram for Watermark Extraction 
Watel"1'CHI.L"k. 
widespread use because it exposes the non-modified data to potential illegal copying. Current 
public watermarking methods can only detect the presence of a watermark. This is insufficient 
in identifying the actual owner of the data in question. A public method that extracts the 
watermark would identify the legitimate owner without exposing the original data. This work 
is focused on a public watermarking method that can identify the appropriate owner of video 
and audio data. 
1. 5 Literature Review 
Previous work on Digital watermarking has considered the problem predominantly from an 
image processing view. This is to be expected since the largest area of copyright infringements 
occurs with images. The approach taken in this thesis, was to consider the problem from a 
communication point of view. By treating the data as a communication channel and attempting 
to transmit data or a watermark through the channel many of the ideas and concepts from 
communication theory can be used for Digital watermarking. This allows the use of approaches 
that evolved from communications that minimize channel interference to reduce the affect 
of attempts to remove watermark(s). Before any of these ideas can be used one needs to 
understand the basic ideas and concepts of Digital watermarking. 
Cox et al. in (4) proposes a private watermark method. This method is extremely robust 
against noise , compression, and rotation attacks. These strengths can be attributed to the 
insertion technique defined in [4}. 
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Nikolaidis and Pitus in [7] proposes an easy to understand statistically method for public 
watermarking. This method is resistant to compression and rotation attacks, but is susceptible 
to noise attacks. This method can only detect the presence of a watermark. 
Ridge et al. in [9] describes a novel way of separating data, particularly images, into 
descriptions. Multiple descriptions is a key concept used in this research work of Digital 
watermarking. 
Chang and Wang in [12) provides a mathematically method to control the amount of 
correlation in between descriptions. Even though this work was not used in this work, it 
provides an understanding and importance of correlation for use in Digital watermarking. 
1.6 Scope of Work 
The main focus of this research was to develop a public watermarking method, primarily 
for use with video and audio data. This research is mainly concerned with: 
• Develop a model that defines Multiple Description Watermarking. 
• Using the Discrete Cosine Transform, implement a two description algorithm for analysis. 
• Develop tools to test algorithm. 
• Analyze results to determine characteristics of the algorithm. 
9 
2 MULTIPLE DESCRIPTION WATERMARKING 
A paper submitted to the publisher Elsevier for publication in Signal Processing 
Benjamin Graubard and Dr. R. Chandramouli 
2.1 Abstract 
It is believed that digital watermarking can be a powerful tool that can be used to protect 
digital contents from illegal copying and distribution. Detecting the presence/absence of a wa-
termark in a given digital content such as image/video data without using the unwatermarked 
original data is called oblivious watermark detection and the watermarking process is obliv-
ious watermarking. Oblivious watermarking has many important practical applications such 
as secure video streaming or wireless image/video transmission where the intended receiver 
typically has access only to the received data. 
We propose for the first time, a multiple description framework for oblivious watermark-
ing. Parallels between multiple description source coding and the watermarking are drawn. 
An information theoretic definition of the problem is given. A spread-spectrum watermark-
ing algorithm for DCT based multiple descriptions is described. Performance of the proposed 
framework for various attack channels such as additive white Gaussian noise , JPEG compres-
sion, and random bit error channels shows that the proposed method performs reasonably well 
compared to non-oblivious schemes. 
We believe the proposed framework can be further improved in conjunction with other 
methods such as error control coding. This framework can find applications in scalable wa-
termarking (such as scalable video coding) , rate controlled multimedia multicasting, secure 
wireless transmission, watermarking for distributed storage, and packet networks. 
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2.2 Introduction 
Use of digitized information has become common place in today's society. This has given 
way to the urgent need for the creation and implementation of novel methods for copyright 
protection. While conventional data encryption prevents unauthorized data access it does not 
prevent piracy of the decrypted data. A method to address this problem by tagging the dig-
ital data is watermarking. Currently there are two classification of watermarking techniques: 
public (oblivious) and private. Private watermarking requires the possession of the original 
non-modified data for verification and detection of a watermark; while public watermarking 
does not. Watermark extraction at the receiver can aid in learning the behavior of an unknown 
transmission channel and design corresponding counter-measures. This can be a stepping stone 
to the development of intelligent watermarking methods. Therefore, our goal is the develop-
ment of public watermarking techniques that allow the extraction of a watermark without the 
original data. In response to this issue, we propose a multiple descriptions based framework 
for watermark encoding and decoding. 
We note that the proposed framework has other potential applications such as scalable 
watermarking, robust watermarking for wireless transmission, and streaming media. Practical 
applications of this framework can also be found in robust watermarking for packet transmission 
where re-transmission may not be an option due to delay constraints. 
The paper is organized as follows. Section 2.3 deals with the description of multiple descrip-
tions and the proposed multiple description watermarking framework. Watermark insertion, 
extraction, and detection procedures are also described. Experimental analysis of these algo-
rithms are given in Section 2.4. Conclusions can be found in Section 2.5. 
2.3 Multiple Description Watermarking 
We describe the concept of multiple descriptions in the next section. This is then followed 
by the multiple description watermarking framework. 
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2.3.1 Multiple Descriptions 
Using multiple descriptions of a source to improve the performance of coding and error-
resilience has been studied by the source coding community [14, 6, 12). Information theoretic 
analysis of the multiple description source coding problem and the achievable rates were ini-
tially studied by [14] and [6]. We refer the reader to these papers for the fundamental mathe-
matical formulation of the multiple description coding problem. The idea behind using multiple 
descriptions of a source is to partition the source information into various descriptions such 
that by using one or more of these source descriptions a receiver will be able to reconstruct the 
original source within some prescribed distortion constraints. The challenge here is to optimize 
the choice of descriptions, coding techniques and the rates for the different descriptions. We 
note that there are some important similarities and differences between the conventional use 
of multiple descriptions for source coding (MDC) and its proposed use in digital watermarking 
(MDW). Some of them are as follows : 
• In MDC, each description must carry enough information about the source so that the 
reception of at least one of them will lead to an acceptable reconstruction of the source. 
In the same spirit, in MDW, each description must carry enough information about the 
watermark such that the reception of one or more descriptions will allow the receiver to 
detect or reconstruct the watermark within certain acceptable reliability measure. 
• The above requirement on the information content of each description could result in 
redundant correlation between the various descriptions if all the descriptions were re-
ceived; thus, leading to a higher source coding rate. While this is seen as a drawback 
in source coding, for watermarking the redundant correlation between the descriptions 
maybe necessary in order to extract the watermark reliably even with fewer number of 
received descriptions. 
• Sending descriptions over different channels with different noise characteristics could 
lead to an improvement in the received signal quality. In the same sense, if an attacker 
does not have access to all the descriptions and/ or does not know which descriptions 
12 
contain a watermark, it will not be possible to destroy/ attack the watermark completely. 
Suppose a power-constrained attacker has access to all the descriptions , due to the lack 
of knowledge of which description(s) contain a watermark, the attacker will be forced 
to distribute the power of attack among all the descriptions, thus making the attack on 
any one particular description weaker. On the other hand, if the attacker decides not to 
attack all the descriptions but selects only a subset of descriptions, it can be shown that 
the probability of successfully attacking the watermark decreases. 
• If the sender knows a priori the transmission channel for each description, key parameters 
such as error-control coding, watermarking strength etc. can be adjusted accordingly to 
improve the watermark robustness. 
From the above discussions we observe that many existing theories from MDC can be adapted 
for MDW while new constraints and requirements of watermarking systems pose additional 
challenges. 
Multiple descriptions of a source can consist of spatial (time) domain or transform domain 
information. Many popular multiple description coders are based on transform domain tech-
niques [3 , 10, 11]. Both orthogonal and non-orthogonal transforms have been used [3]. Based 
on the type of application one of these descriptors can be chosen 
2.3.2 Multiple Description Watermarking Framework 
The proposed multiple description watermarking framework is shown in Figure 2.1. The 
information content of a host signal is decomposed into M descriptions. These descriptions can 
either be orthogonal or have some amount of correlation between them. For watermarking ap-
plication, it is desirable to have some degree of correlation between the descriptions so that the 
reception of one or more of these descriptions will still make it possible to recover or detect the 
watermark with certain confidence probability. We define the multiple description watermark-
ing problem for two descriptions and three decoders under the assumption of noiseless channels 
( or suitably error protected/ corrected channels) as follows. Generalizations to M descriptions 
follows similarly. Let the original source be represented by { Xk}f=1 , { .Xk,i}f=1 denotes the 
13 
reconstructed description at decoder 1 using only the first description, {Xk,2}f=1 denotes the 
reconstructed description at decoder 2 using only the second description, and { Xk,o} denotes 
the reconstructed description at decoder O using both the descriptions. Let the watermarking 
rate for description i be Ri, i = 1, 2. Then we have the following distortions, 
(2.1) 
where q> is a non-negative, real-valued distortion measure. Then the MDW problem is to find 
the set of achievable values for ( R 1 , R2, Do, D 1 , D 2 ), i.e., find values ( r 1 , r 2 , d0 , d1 , d2 ) such that 
for sufficiently large values of N there exists coding-decoding pairs such that Ri ::; ri, i = 1, 2 
and Di ::; di, i = 1, 2, 3. We do not give a solution to this theoretical formulation of the MDW 
problem in this paper. However, we attempt to motivate such procedures through some MDW 
algorithms and their performance analysis. 
We now explain the proposed framework with an example for image watermarking using 
discrete cosine transform (DCT) and M = 2. Depending on the host signal characteristics, 
application, and the watermarking procedure a subset of the descriptions are chosen for wa-
termark insertion. The multiple descriptions are then added together to form the watermarked 
signal. Figure 2.2 and Figure 2.3 show the two description of the Lena image. The descriptions 
were obtained by grouping the alternate the DCT coefficients into two sets and then taking 
the inverse DCT. All the odd-indexed DCT coefficient (i.e., AC1 , AC3, .. .) belong to the first 
description and the even-indexed coefficients to the second description. At the start of each 
row and the next DCT block the strategy is reversed. This process is continued until all the 
DCT blocks and its coefficients have been grouped into two descriptions. This is then followed 
by watermarking. Figure 2.4 shows the schematic of the watermark insertion procedure. One 
of the descriptions is chosen for watermark insertion while the other description serves as a 
reference. A relationship (watermark key) between the watermarked coefficients in one de-
scriptions and the corresponding non-watermarked coefficients in the other is computed. This 
relationship will be used during the watermark extraction process. After inserting the water-
mark, the DCT coefficients of both the descriptions are arranged in their original positions 
M Desctiptions 
Dc:scLiption l 
Dc:scLiption 'l 
• • • 
Dc:scLiption M 
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Select 
Dc:scLi pt ion (s) 
to be 
Watel"1natl!.cd. 
lnselt 
Watel"maL-11.(s) 
Figure 2.1 Multiple description watermarking framework 
0-:rplon 1 ol Lena 
Figure 2.2 First description of Lenna 
and the inverse DCT is taken to obtain the watermarked image. 
2.3.2.1 Watermark Insertion 
Wa tetmaL-11.cd. 
Signal 
As discussed previously, a relationship between the watermarked and non-watermarked de-
scription is first computed. This relationship is used during the watermark extraction process 
without resorting to the original host signal. We use a simple technique to decide the rela-
tionship. We discuss this technique for the case of two descriptions based on DCT. The same 
holds for more than two descriptions. First , one description is chosen for watermarking. Then, 
the DCT coefficients in the non-watermarked description are zig-zag ordered and the first few 
15 
DIEorploo2 of Lena 
Figure 2.3 Second description of Lenna 
Image DCTof 
Image 
Watermack 
Combined Watennarked 
OCT Image 
Figure 2.4 DCT based watermark insertion procedure for M = 2 
high magnitude coefficients from the ordered list are chosen. These chosen coefficients replace 
the corresponding coefficients in the description to be watermarked by using a simple search 
criterion. The reason we do this is because the non-watermarked description serves as the 
reference for watermark extraction. Also, the high magnitude coefficients of this description 
are more resilient to attacks. Therefore, this will aid in extracting the watermark even after 
sufficiently strong attacks. This was also confirmed through numerous experiments with differ-
ent types of search and replacement techniques. Figure 2.5 shows the search and replacement 
strategy that was adopted. When a coefficient from the non-watermarked description is 
16 
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DDD DDD DDD DDD DDD 
Figure 2.5 Search strategy 
selected after zig-zag ordering, its value and location are noted. This value is compared to the 
DCT coefficient values of the valid surrounding blocks in the watermark-description as shown 
in Figure 2.5. A distance measure given by Ix - x'I is computed where x is the value of the 
coefficient from the non-watermarked description and x' is the value from the description that 
will be watermarked. The coefficient with the smallest distance is selected and used to replace 
the corresponding coefficient in the watermark-description and then a watermark is inserted. 
The reasons this replacement technique does not cause much visible distortion is due to the 
following: the descriptions are symmetric, i.e., each description contains the same amount of 
information, and natural images have a high amount correlation. These facts have also been 
successfully exploited in reconstructing lost DCT coefficients by smoothing [10]1. Figure 2.6 
is the watermarked Lena image using two descriptions. The watermark insertion algorithm 
can be summarized as follows. 
1 When using the DCT transform is used there are occurrences when the distortion is noticeable. A distortion 
calculation, I x;,x' I where x is the value of the coefficient from the non-watermarked description and x' is the 
value of the coefficient from the description to be marked, is compared to a reference. If this value is less then 
a set distortion reference then the watermark is inserted, else the coefficient is ignored. 
17 
Figure 2.6 Watermarked Lenna 
Watermark Insertion Algorithm: 
• Step 1: Separate the image into blocks (typically 8x8) and take the DCT transform of 
each block. 
• Step 2: Separate the DCT coefficients into two descriptions. 
• Step 3: Select one of the descriptions to be watermarked, in this case description 2 (D2 ) 
(see, Figure 2.4). 
• Step 4: Select DCT coefficients from description 1 (D1) (see, Figure 2.4), using the 
method described previously. 
• Step 5: Remove selected coefficients from list of eligible coefficients for insertion. 
• Step 6: Place the location of the coefficient from D1 into the Key. 
• Step 7: Use search method from Figure 2.5 to locate the appropriate coefficient in de-
scription D2. 
• Step 8: Calculate the distortion using j x;;' j where x is the value from D1 and x' is 
the value from D 2 . If this is less than the distortion reference continue to Step 9, else 
remove the coefficients from the list of eligible coefficients and return to Step 4. Note: A 
distortion value of 0.2 was used during simulations and testing. 
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• Step 9: Replace and mark D2. The watermark insertion is given by v: = vi(l+axi) where 
v;, Vi, and Xi denote the ith watermarked DCT coefficient, original DCT coefficient , and 
the watermark, respectively. Different values of a can be used, but a = 0.1 seems to give 
good performance [4]. 
• Step 10: Remove the coefficient from the list of eligible coefficients for insertion. 
• Step 11: Place the location of the coefficient from D2 into the watermark key. 
• Step 12: Repeat Step 4-Step 11 until the entire watermark is inserted. Note: the length 
of the watermark cannot exceed the size of the image. 
• Step 13: Recombine D1 and the watermarked description, D2. 
• Step 14: Take the inverse DCT to obtain the watermarked image. 
2.3.2.2 Watermark Extraction and Detection 
Given a watermarked image and the watermark key, Figure 2.7 shows how to extract the 
watermark. We summarize the watermark extraction and detection in the following. 
• Step 1: Separate the image into blocks (typically 8x8) and compute the DCT transform 
of each block. 
• Step 2: Separate the DCT coefficients into two descriptions. 
• Step 3: Using the watermark key compute the difference of the watermarked coefficients 
(in the watermarked descrlipt! 
termar k as follows: x; = a 
0 
watermark. 
and non-watermarked coefficients to extract the wa-
Vi =/ 0 or v; =/ 0 where x; are the ith extracted 
• Step 4: The extracted watermark can be compared to the original watermark using the 
n * 
similarity measure: sim = i~l where x; is the extracted watermark, Xi is the 
original watermark. 
Watennarked 
Image 
DCTof 
Image 
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Non-Watennarked 
Description to be 
Watermar Iced 
Figure 2.7 Watermark Extraction Method 
2.4 Numerical Results 
Watennark 
We performed various simulation experiments to study the performance of the proposed 
multiple description watermarking framework. The ability to successfully extract and detect 
the watermark was investigated. Some of the experimental results are described in this section. 
Performance of the multiple descriptions framework for attack channels that include additive 
white Gaussian noise, JPEG compression, JPEG 2000 compression, bit error channels, and 
rotation are given in this section. It is important to study the effect of bit errors on watermarks 
because, if watermarks are used in wirelessly transmitted signals, they are highly prone to bit 
errors. The spread spectrum watermark with a Gaussian (zero mean, unit variance) distributed 
watermark of various lengths2 and a equal to 0.1 was used in all the experiments. The results 
are given for 256 gray level Lena image. 
An additive white Gaussian noise attack was simulated in the DCT domain3 . Figure 2.8 
shows the image when its DCT coefficients are corrupted by additive Gaussian noise. Clearly, 
the visual quality of the image is greatly degraded. By using the watermark key and the non-
watermarked description as a reference, the watermark was extracted and then a detection test 
was performed by computing the similarity measure with the aid of the original (uncorrupted) 
watermark. Figure 2.9 compares the performances of the MDW based watermark extrac-
tion/detection method and the non-oblivious watermark detection procedure. Each value in 
2 The lengths will be noted for each experiment 
3 Watermark length used was 500 
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the graph was obtained by averaging over 50 runs of the simulation. We see from the figure 
that even for very high noise powers, the MDW based watermark extraction process, without 
using the original host image, produces reasonable performance. The difference between MDW 
based oblivious detection and the non-oblivious detection may be narrowed by using some kind 
of error protection coding for the embedded watermark. Similar performances were seen for 
spatial domain additive noise attacks. 
Wala rm, il.ed "'"ll" with Gnum,,n nom 
Figure 2.8 Additive noise attack in the DCT domain. 
Next, we consider the effect of JPEG compression on the watermark. Figures 2.10 2.11 and 
2.12 shows the performance results for various JPEG compression quality factors of watermark 
lengths 500, 750, and 1000 respectively. It is seen that Figure 2.12 has the poorest performance. 
The watermark can still be reliably extracted and detected with a quality factor of 35. 
A new compress scheme based on wavelets has recently been released called JPEG 2000. 
This compression is based on wavelets. Table 2.1 shows the results of JPEG 2000 compression. 
The compression is based on bits per pixel, bpp. The Lena image was compressed at various 
bits per pixel from one to eight with differing watermark lengths. MDW shows excellent 
performance for all compression settings. 
While additive noise attack and JPEG compression are important real-life channel attacks, 
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Figure 2.9 Performance comparison of MDW and non-oblivious watermark 
detection for DCT domain additive white Gaussian noise. 
Table 2.1 Performance of MDW with JPEG 2000 compression. 
Similarity Measure 
W atermarklength Compression bpp 
1 2 3 4 5 6 7 
500 0.6532 0.7429 0.9242 0.9999 0.9999 0.9999 0.9999 
750 0.6205 0.6612 0.8505 0.9540 0.9999 0.9999 0.9999 
1000 0.6032 0.6239 0.7431 0.8973 0.9693 0.9999 0.9999 
8 
0.9999 
0.9999 
0.9999 
in order to capture the characteristics of the effects due to a bit-error channel we simulated 
the effect of bit errors on the watermark. The combined effect of compression and bit-errors 
was investigated. The DCT coefficients were quantized after inserting the watermark. The 
AC coefficients were quantized using a uniform quantizer with different levels of quantization 
ranging from 16 to 256 (4-bit to 8-bit quantizers). A binary symmetric channel with different 
bit error probabilities (Pe) was used to simulated a bit-error channel. Figure 2.13 shows the 
watermark inserted image quantized in the DCT domain using a 4-bit uniform quantizer and 
Pe = 10-3 . Table 2.2 gives the performance of the proposed watermarking method. The 
algorithm performs poorly when the encoder bit rate is four. As the bit rate increases , the 
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Figure 2.10 Performance comparison of watermark detection for MDW 
( oblivious detection) and watermark detection using the host 
image for various JPEG compression factors with a watermark 
length of 500. 
algorithm becomes reasonably resistant to bit errors, except for very high error rates . We 
again believe that error control coding could improve the performance at the cost of a loss in 
the watermarking rate. 
The last type of attack to consider is rotation. MDW performs poorly in the presence 
of rotation. Storage of selected coefficient values in the key can be used to detect when an 
image has been rotated. Post-processing methods can be utilized along with this information 
to remove the rotation. We are currently investigating ways to modify this algorithm to make 
it more resistant to rotation. 
2.5 Conclusion 
We propose for the first time, a multiple description framework for oblivious watermarking. 
Information theoretic definition of the problem is given. An algorithm for watermarking for 
DCT based multiple descriptions is described. Performance of the proposed framework for 
various attack channels such as additive white Gaussian noise , JPEG compression, JPEG 
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Figure 2.11 Performance comparison of watermark detection for MDW 
( oblivious detection) and watermark detection using the host 
image for various JPEG compression factors with a watermark 
length of 750. 
2000 compression, and random bit error channels shows that the proposed method performs 
reasonably well compared to non-oblivious schemes. The DCT algorithm cannot effectively 
extract a watermark in the presence of rotation(s), but the rotation can be detected and 
removed with image processing before extraction is attempted. Our future work will study the 
usage of error control coding combined with multiple description watermarking for improving 
the performance and implementing a wavelet version of this algorithm. 
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Figure 2.12 Performance comparison of watermark detection for MDW 
( oblivious detection) and watermark detection using the host 
image for various JPEG compression factors with a watermark 
length of 1000. 
Watermark mage Quantized at 3 bits an::I Pe - 10-3 
Figure 2.13 Watermarked image quantized in the DCT domain using a 
3-bit uniform quantizer and transmitted over a binary sym-
metric channel with Pe = 10-3 . 
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Table 2.2 Performance of MDW in the presence of quantization and ran-
dom channel bit-errors. 
Similarity Measure 
Pe Number of quantization bits 
4 5 6 7 8 
0 0.4728 0.7859 0.9652 0.9999 0.9999 
10-5 0.4705 0.7785 0.9652 0.9999 0.9999 
10-4 0.4417 0.7836 0.8780 0.9999 0.9999 
10-3 0.3861 0.4587 0.5515 0.6459 0.5779 
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3 CONCLUSION 
A new framework for digital watermarking called multiple description watermarking is pro-
posed in this paper. The information theoretical set-up behind this approach is described along 
with some open problems. A discrete cosine transform transform based heuristic algorithm 
to implement the proposed approach for image watermarking is also discussed. Experimental 
results are presented in the associated paper that discuss the performance of the proposed 
approach. 
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